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1
Decision/action requested

It is proposed to approve this solution to address KI#2 and KI#5  in TR 33.745
2
References

[1] 
3GPP TR 33.320: "Security of Home Node B (HNB)/Home evolved Node B (HeNB)"
3
Rationale

The proposed solution addresses the security requirements of KI#2 (authentication) and KI#5 (protection of backhaul).
4
Detailed proposal

*** Start Change 1***

6.Y
Solution #Y: Solution to secure backhaul of 5G NR Femto
6.Y.1
Introduction

The proposed solution addresses the security requirement of key issue#2 and key issue#5. 

6.Y.2
Solution details
The SeGW network element at the border of security domains can be deployed. Here, the 5G NR Femto is in customer premises in one security domain, and the 5GS is in MNO in another security domain. The SeGW in the 3GPP system architecture sits at the front of any form of potential 5G NR Femto aggregation function, if exists, and interacts with 5G NR Femto as shown in figure 6.Y.1.
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Figure 6.Y.1 Secure backhaul for 5G NR Femto

The SeGW can provide the following security properties to address KI#2 and KI#5: mutual authentication, topology hiding, confidentiality/integrity and anti-replay protection.

The HgNB and SeGW can inherit principles from clauses 4.3.1, 4.4.2, 4.4.3, and 7 of TS 33.320 [5].  
Editor's Note: Any form of aggregation in the 5G NR Femto backhaul is an architectural decision by RAN3/SA2.

6.Y.3
Evaluation

The solution is agnostic to system architecture options work in progress in TR 38.799 [x]. i.e., whether there is an 5G NR Femto Access Gateway for 5G NR Femto aggregation, or vCU provides aggregation capability, or there is no aggregation of any kind in the backhaul. 
 *** End Change 1***
*** Start Change 2***
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